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Remote Lab Design for Teaching



Copyright © Center for Systems Security and Information Assurance

Topics for Discussion

• Why Remote Labs?

• Components

• Demo

• Examples of Usage
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Why Remote Labs? Top Ten Reasons…

• Extending the Classroom

• Better Utilization of Equipment

• Security and Access

• Student Satisfaction

• Instructional Management

• New Curriculum Alternatives

• Standardization

• Lab Management

• Lab Utilization
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Components…

• Network Design
 Isolation

 Integrated

• Remote Access Technology
 Access Servers

 Virtual Private Networks

 3rd Party Products

• Scheduling
 RASSLE

 Radius

• Lab Equipment for Students
 Network Appliances

 Servers and Virtual Machines
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Network Design …

• Network Design
 Isolation

 Integrated

MVCC Lab Topology – School DMZ Implementation Requirements

MVCC
External

CSSIA Required Network Enviroment

Moraine Valley’s DMZ Network
DNS WWW Email

Internal Network External Network

CSSIA Required Class C BlockMoraine Valley IP Blocks
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Remote Access Technology …

• Remote Access
Technology
 Access Servers

 Virtual Private Networks

 3rd Party Products
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Scheduling …

• Scheduling
 RASSLE

 NetLabs
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Components…

• Lab Equipment for Students
 Network Appliances

 Servers and Virtual Machines
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Curriculum Usage

• MVCC has:
 4 operational stacks for

Network Security

 4 operational stacks for CCNA

 4 operational stacks for CCNP

• There are over 20 added
stacks throughout the Midwest
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Remote Teaching

• The remote labs are
able to be used by
any instructor or
student with
authorization in the
nation to do network
security labs.
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Remote Management

We strived to make our
equipment capable of
complete remote
management so that
students can do labs
at school, home, or
even at the office.
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Sharing the Remote Labs

• Moraine Valley Community College is in
the process of being the nerve center for
all CSSIA Remote Labs across the
Midwest to implement standards and a
scheduling system for other colleges that
do not have the funds to buy the
equipment.
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Thank you


